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ABSTRACT

This reportdescribs the interim progresdor researclsupporing the design
andoptimizationof informationautomatiorsystemdor nuclearpowerplants.
Much of thedomesticnuclearfleetis currentlyfocusedon moderniing
technologiesaindprocessesncludingtransitioring towarddigitalizationin the
controlroomandelsewherahroughouthe plant alongwith a greateruseof
automationartificial intelligence robotics,andotheremergingtechnologis.
While therearesignificantopportunitesto applythesetechnologietoward
greatemlantsafety efficiency,andoverall costeffectivenessoptimizing their
designandavoidingpotentialsafetyandperformanceisksdepend®n ensuring
thathumanperformancerelatedorganizationahndtechnicaldesignissuesare
identifiedandaddressedrhis reportdescribesnodelingtoolsandtechniques
basedn sociotechnicasystentheory, to supportthesedesigngoalsandtheir
applicationin the currentresearcteffort. Thereportisintendedfor seniornuclear
energystakeholdersancludingregulatorscorporatemanagemengndsenior
plant management.

We havedevelopedandemployeda methodto designanoptimized
informationautomatiorecosystenflAE) basedn the systemstheoretic
constructsinderlyingsociotechnicatystemgheoryin generabndthe Systems
TheoreticAccidentModelingandProcesseéSTAMP) approacthin particular.
We arguethatanlIAE canbe modeledasaninteractiveinformationcontrd
systenwhosebehaviorcanbe understoodn termsof dynamiccontroland
feedbackelationshipsamongsthes y s t techricalandorganizational
componentsUp to this point, we haveemployeda Cawsal Analysisbasedon
STAMP (CAST) technigueto examinea performanceandsafetyrelated
incidentatanindustryp a r t plamttha@tiavolvedthe unintertional activation
of anemergencylieselgeneratorThis analysisprovided insightinto the
behaviorof thep | a autréntsrformationcontrolstructurewithin the contextof
a specific,significantevent.

Our ongoinganalysisis focusedon identifying neartermprocess
improvementandlongertermdesignrequirementgor anoptimizedlAE
system Thelatteranalysesill employa secondSTAMP-derivedtechnique
SystemTheoreticProcesdnalysis(STPA).STPAIs ausefulmodelingtool for
generatingandanalyzingactualor potentialinformationcontrolstructures.
Finally, we havebegunmodelingplantwideorganizationatelationshipsand
processegOrganizationasystemmodelingwill supplemenbur CAST and
STPAfindingsandprovidea basisfor mappingout a plantwideinformation
controlarchitecture.

CAST analysidfindingsindicateanimportantunderlyingcontributorto the
incidentunderinvestigationanda significantrisk to informationautomation
systemperformancewasperceivedschedulgressurewhich exposed
weaknessem interdepartmentatoordinationbetweermandwithin responsible
plantorganization@ndchallengedheresilienceof establisheglantprocesses
until a humancausedheinitiating event Thesefindingsarediscussedn terms
of theirrisk to overall systemperformancendtheirimplicationsfor information
automatiorsystenresilienceandbrittleness.

We presentwo preliminaryinformationautomatiormodels.The proactive
issueresolutian modelis atestcaseof aninformationautomatiorconceptwith
significantneartermpotentialfor applicationandsubsequenteductionin



significantplantevents The IAE modelis amoregenerakepresentatioof a
broader plantwideinformationautomatiorsystemFromour resuls, we have
generated setof preliminarysystemlevel requirementsindsafetyconstraints.
Theserequirementsvill befurtherdevelopedvertheremaindeiof our projectin
collaborationwith nuclearindustrysubjectmatterexpertsandspecialistsn the
technicalsystemsunderconsideration.

Additionally, we will continueto pursuethe systemanalysesnitiatedin the
first partof our effort, with a particularemphasi®on STPAasthe maintool to
identify weakor weakeningcontrol structureghataffectthe resilienceof
organizationandprogramsOur intentis to broaderthe scopeof the analysis
from anindividual usecaseto arelatedsetof usecasege.g.,maintenancéasks,
complianceasks)with similar humansystemperformancechallengesThis will
enablemoregeneralizedindingsto refinethe ProactivelssueResolutionand
IAE modelsaswell astheir systemlevel requirementandsafetyconstraints.
We will useorganizationabystemmodelinganalysedo supplemenSTPA
findingsandmodeldevelopment

We concludethereportwith a setof summaryecommendationandan
initial draftlist of systemlevel requirementsandsafetyconstraintdor optimized
informationautomatiorsystems.
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Optimizing I nformation Aut oma
Met hod BaSysdt-tomeorkRnrocess Analy

1. INTRODUCTION

This report describebeinterim progress for a program of research supporting the design and
optimizationof informationautomatiorsystemsn nuclearpowerplants(NPPs) Much of the domestic
fleetis currentlyfocusedon moderniing technologieandprocessedncludingthedigital transformation
of the controlroomandelsewhereaswell asa greateruseof automationatrtificial intelligence robotics,
andotheremergingtechnobgies.Therearesignificantopportunitiego leveragehesetechnologiegor
greatemplantsafety,efficiency,andoverall costeffectivenessOptimizing their design(andavoiding
potentialrisks) dependsin largepart,on ensuringthatpotentialsocioechnicalsystemdesignweaknesses
areidentifiedandaddressedsearlyaspossible This reportdescribesnodelingtoolsandtechniqueghat
supportthesedesigngoalsandtheir applicationin the currentresearch.

We havedevelopedindemployeda methodto supportdesigring anoptimizedinformation
automatiorecosystenglAE) basedon the systemstheoreticconstructainderlyingsociotechnicasystems
theoryin generalandthe SystemsTheoreticAccidentModelingandProcesse6STAMP) approachin
particular. We suggesthatanlAE canbe modeledasaninteractiveinformation control systenwhose
behaviorcanbe understoodn termsof dynamiccontrolandfeedbackelationshipdbetweeras y st e md s
technicalandorganizationatomponentsTo date we haveemployedthe CausalAnalysisbasedn
STAMP (CAST) techniqueo examinean incidentatanindustryp a r t plamtthétresultedn the
unintendedactivationof anemergencyieselgenerato(EDG). This analysisprovidedinsightinto the
behaviorof thep | a autreéntsrformationcontrolstructure(ICS) within the contextof a significant
event.Our ongoinganalysigs focusedon identifying neartermprocessmprovementandlong-term
designrequirementgor optimizedinformationautomation The latteranalysewill employa second
STAMP-derivedtechnique SystemTheoreticProcessAnalysis(STPA).STPAIs a usefulmodelingtool
for analyzingactualor potentiallCSs to proactivelyavoidunsafeevents.

The programmatigyoalsof this researctprojectare:

1 Develop a accurateosteffective issue resolution process that utilizéermationautomation
andatrtificial intelligence(Al) to evaluate numerous sources of relevant internal and external
plant data tadentify adverse performandeendsand weak signals that expose weakening or
nonexistent control structures

1 Employa proactive analysis method such as STPA to anétgzperformane datafor precursors
to significant events

1 Develop a sociotechnical system model of an optimized IAE based on syatehtontrol
theoretic principles of feedback and control

1 Apply sociotechnical systems analysis methods to identify the inadequatel bntctures that
contribute to the weak organizational and programmatic causes responsible for adverse trends
which, if uncorrected|ead tomore significant events

1 Develop means tiecommendatorrective actions tetrengthercontrol structures before thegn
cause a significant event

91 Evaluatethe effectiveness @lctions takems a result of the system analysjsassessing its
impact on the resultant control structure

1 Ensure only accuratend validatednformation is disseminated to the rest of the eacindustry

The major principles and assumptions underlying the respap@ctare:



1. A well-executed continuous improvement process drives nuclear plants to fgfoemance
levels

The cetection angbrevention of events and issues is significantly less costlytigncorrection

A risk-informedfocus on plant safety and reliability is the most effective way to drive
improvements in plant safety and performance

4. Weak or nonexisterstociotechnicasafety control structures (SCSsegenerallycaused by
organizational and programmatic weaknessédéch manifest themselves through events and
issues at all significance levels withimaclearutility

5. Significantevents are caused by weaveakeningor nonexistenECSsembedded within a
nuclearplant orutility

6. Low-level andnearmissevents are caused by the saweak weakeningpr nonexistentSCSsas
significant eventsbut remained relatively nonconsequential due to therestraim or barrier that
mitigated a more significant event

7. Mostsignificantevents could have been prevented or mitigated if weak (or obvious) signals or

adverse trends within relevant internal and external plant information (inclagargtional
experiencghad leen deciphere@dyvaluatedand corrected in a timely manner

8. There are many databasesmaiNd®Pfor reporting issues that can be evaluated and tretoded
identify weak weakeningpr nonexisten8CSs

9. Information automation using Al (i.eMachine Intelligence for Review and Analysis of
Condition Logs and Entries [MIRACUEcan accuratelgnd simultaneouslgnine numerous
sources of internal and external information looking for weak signadwarsdrends which are
predictive of potential incidentaaused byndicative weakweakeningpr nonexistentontrol
structures

10. Effectively mining all available data sources improtlesstatistical accuracy of problem
identification and resolution

11. Sharingaccuateinformation among utilities and plants is one of the most important elements in

preventngissues

The siccessful execution of this program will result in an overall reduction in unplanned significant

events angthereforewill have a profoundmpacton plant safety and threductionof operating and
maintenanc€O&M) costsfrom those events.

This researchs beingconductedspartof the Departmendf E n e r lgghtd\&aterReactor
Sustainability LWRS) Programandits efforts,in partnershipwith industry,to supportNPP
modernizatiorthrougheffectivehumansystens integration(HSI). It buildson prior work focusedon the
designandintegrationof newtechnologiesnto existingNPPprocessegKovesdietal., 2021)aswell asa
prior STAMP-basedanalysisof a scramincident related to a new digitastrumentation and control
system (Dainoff et a12022).

1.1 Socioeconomic Challenges Facing the Nuclear Industry

Much oftheU.S6 nucl ear p eitheeconsidering oisattivelyengaged in a
fundamentashift towardmoderniing technologies and procedur@$e transitionfrom analog to digital
technology, or digitalizatior(e.g., Hunton et gl2020)and from otheimcreasinglyobsolete to emerging
technologiege.g.,Kovesdi et al 202 is at the center of many of these effoftechnologiesuch as
automation, Almachine learning (ML), roboticand virtual systemareall under consideratioto
increaseNPP safetyefficiency,and operational cogtffectiveness.



There arsmumeroudactorsimpacting the n d u diive tpw@arsimodernizationSome are
socioeconomic while otherspresena response to the possibilities afforded by emerging technologies
In many cases, modernization is being driven by a desire to extend the operational lifespan of the existing
NPP fleet{Thomas and Hunton, 2019 his lifespan extensiorequiresaneffective integration of
technologis, personnelyork proceduresand coresponding governande achievea fully modernized
and effectivesystemAchieving the bng-term modernization aneconomicviability of the industryalso
requires achieng greater coseffectivenessn overall operationto effectivelycompetewith othe forms
of energy generation.

Nuclear energy, like much dfieindustry in general, is also coping wigémergingdemographic
issues thata@uld impactfuture operations, particularly with regard to staffiag there isinaging
workforce duein part to a brinking labor pooHriven by retirement (and associated loss of expertise) and
fewer qualified individualén the replacement pboThis issuéhas beemecognized as a potential problem
for the industryfor quite some timée.g.,Wahlstrom 2004) and remains an area of conc@ie
relevance of this issue for the design and implementation of RRsystemdies inthe possibility that
these systemsill likely need to be operated by fewer workeaied upon to accomplighore(e.qg.,
Alcover et al, 2021)

There are several constraints operating on the industry that complicate addressing the issues described
above. For instance, for much of the indudtingrewill be a need to modernize technologies and
associateghrocessesstaffing andgovernancen the fly. That is, modifications may need to be
implemented while the plaeycles through normal online and offline conditio¢hile this is more of a
logistical challenge and less a socioeconomic one, it nevertioblasngesystem degin and,
especially, implementation.

Additionally, significantchange of the sort under consideration within the industay only be
pursuedwithin the context of a heavily regulated environmdime U.S.Nuclear Regulatory Commission
(NRC) closely monitors NPP modernization plans and processes, workintheittuclearndustry to
ensure the safety sfgnificantmodifications.For exampleNUREG-0711providesthe NRC with the
means to monitor anifeviewthe human factors engineering (HREpgrams of applicants for
construction permits, operating licenses, standard design certifications, combined operating licenses, and
| icense amendmentso (NRC, 2012).

The LWRS Program has been performiagearch and developmdR&D) within the economicrad
regulatory constraints described abtwenodernie the existing fleet of commercial lightater reactors
(LWRs) because these NPPs play a foundational role fadriited Statein terms of both energy
security and economic prosperifyo successfullynodernize existing NPPs, the LWRS Plant
Modernization Pathway has conducted R&D, used that R&D to provide guidance on-sSealell
implementation of digital modernization, and communicated the results to other nuclear power
stakeholders to significantheduce the technical and financial risks of digitalization. The LWRS Plant
Modernization Pathway follows this process of researching, developing, demonstrating, and deploying
R&D solutions in order to achieve its R&D objectives of developing modernizspiotions that
i mprove reliability and economic performance, whi
obsolescence challenges, and its goals of extetidéide and improving the performance of the existing
fleet of NPPs through modernizésthnologies and improved processes for plant operation and power
generation.

Additionally, the Department of Energgletermined that the LWRS Program needed to provide a
vision and strategio fundamentdy transformation NPPs. Developing a transformation strategy that
revolutionizes the operating paradigm of NPPs, as opposedreanentalipgradesis vitally important
because this is the approach needed to make commercial NPPs competitive with otied elect
generating sourceés such, the LWRS Plant Modernization Pathwiagdeveloped a&trategyto achieve
the safe and economical lotgrm operation of the natiG®commercial NPPthat entailsa fundamental



transformation of the concepts of operatio@intenance, support, and governafocecommercial NPPs
Ourresearch summarized in this report suppititsLWRS Programgoalby addressing the
sociotechnical gaps often overlooked when highly complex engineered systéengosignificant
upgradesilt is often the case th#tte unintended consequencesanfe scaletransformations on people,
work processes, and the organization are minimized or not even considered.

Effectivdy integratng humans with the technical and organizational systems that dieéine
workplaceis essentiato fully leverage the capabilities of any new technologprocessntroduced into
a new or existingociotechnicalystem.The technologiewe mentioned above havegmising
applicationdor NPPperformance and safety, but ithpotential can only be realizedtifeyalso
adequatelcomplemenhuman performance by, for instant®jeragng the advantages of s e r s 0
perceptualcognitive,and physical capabilities while compensating for corresponding limitations

The current research effort is focused onjtlire optimizationof NPPtechnical human and
organizational assets and proces$ée likelihood of a new or redesigned sociotechnical system
achieving is operational objectiveis greatly reduced insufficient attention is paid tboumansystem
performance and sociahdorganizational issuest the expense of technical innovatidhe latter
condition has been referred tothsasynchronous evolution of technical and personnel resources and can
result, br instance, in expensive techniéfikeso that do not coordinate well with the skillsets and work
practices of the intended users.

Joint optimization also applies to designing overall systems and their subsystems such that the safety,
efficiency, and efectiveness of system operation are optimally counterbalanceBi¢gsee1). For
example, it is possible to design a system witbatsizedemphasion efficiency athe expensef
operational effctivenesandsafety by, for instancemphasizing worker speed over accuracy, cerner
cutting to save time and resources, etc. Similarly, designs might significantly emphasize safety over
efficiency and effetiveness, perhaps resulting in operational procedures, work processes, etc. that are
slower and more costly than necessary, negatively impacting overall system performance.

We suggest thdahejoint optimization of these three key elementswécessful system performance
can be achieved througtsimilar joint optimization of people, technology, related processes, and
governance. Sociotechnical systems theory and its associated methods are an effective means of
supporting the modeling, desigand implementation of such systems throkgbwledge representation
(i.e., the identification and representation of key information suppdrtihnge u s e knibwledge), st e m
knowledge elicitation (i.e., extracting system knowledge, expeatigkexperiene from users and
stakeholders to ensure the design is relevant to their needs) and, most importantfunctiossl
integration. Cross$unctional integration refers to the processmiitidisciplinary design in which
stakeholdes participatein a systendesignthat includesardware software, human factors engineering,
training and personnel selecti@anmdmanagement and others participate jointly in all aspects of the
design process.
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Figurel. Joint optimization of safetfficiency, and effectiveness

It is important to note thatvhile successfully addressing economic challenges to industry viability
critical to support the future of nuclear energy,
priority. Any long-term cost savings associated witdinsitioning thecurrentsystem to one with greater
dependence oadvanced technologiesn only be accomplished if it can be shown taldiee scafdy.

A key advantage of the STAMP approach, describé&kittion3.2.1, is that it provides a means of
assessingpecificsociotechnical riskina design early enough the process to allow for correction to
avoidanyfurther development of a faulty desidfor this reason, we have chosen it as an analytic
approach teupport the desigof an optimized information automation system

1.2 Performance and Safety Challenges Associated with System
Monitoring

TheNPPscurrently in operation within thenited Statess well as most of the other nuclear plants in
the world operatenderhigh-stakesconditions. The naive notion oficlearpo we r  lboe dheagto f
metero is | ong g o nN\NPPscaWraruce alq ef posver due tpitheage-power
output, and a utility can profit greatly when a plant performs well. HoweRPshre always one severe
event at any plant in the world away from either having to implement expensive compensatory actions to
prevent a similar event or ing shu down For example, as of April 2023, Germany permanently shut
down its nuclear plants, even though they were some of the best performing plants in the world. The
catalyst for this was a quicker transition to renewable energy than originally plannad ags @esult of
the catastrophatthe Japanese Fukushima Daiohclear plants, due to poor reactor safety system
managementvhich was exposed by amexpectedsunami. The catastrophe could have been prevented
if the utility was aware of programmatamilarities between the Japanese plants and the potential



vulnerability their plants hatb flooding and those of the Blayais Frenaltlearplant flooding event

which occurred in December 1999 when a storm surge at high tide exceeded théasisifpod

scenario causing a loss of power and jeopardizing reactor safety systems from being able to perform their
designbasis functions.

In order for @ NPPor nuclearutility to stay in operation, it must try to maintain the optimal balance
betweemuclearsafety andoroduction As seen irFigure2, the further a plant operates from this optimal
line of performance, the more costly it isregurnthe plant to this optal performance.

The larger the
delta from
optimal
performance,
the more
expensive it is
to operate

Safety

Production

Figure2. Optimalplantperformance

If a plant deviates too far from optimal performance, it is permanently shut down, and depending on
why it is shut down, other plants maigobe affected, further reducing the economic viability of the other
NPPs Onesolution to achieve optimal perfornm@mnis to develop a more effective proactive issue
resolution process thas currentlyin use that capitalizes on recent developments in the use of
informationautomation and A

1.3 Information Automation to Support System Performance

U.S. nuclearregulationsas well as those in mosthercountries require the reporting and correction
of conditions adverse to quality. Regulators perform periodic audNsPoP @rablemidentification and
resolution programs to ensure compliamédhr e gul ati ons. When a plantds ab
its own issues ieecognizedyy the regulatoasinadequate, the regulator increases their presence and
intensityof enforcement until the plant meets (or exceeds) the required level of perferdakigure?2
showsreturningto a satisfactory level of performance is very costly to the plant and utility. Although
regulatory compliance is a minimum expectetcome ofa performancemprovement program,
achieving optimal performance is driven by plant or utility profitability. As previously noted, when a
plant deviates too far from the optimal performance line in either direction, it becomes coestilyricdo
it.

NPPsutilize performancemprovement processto helpdrive continuous improvemerithese
processes are commontyade up of several subprograms, each designed to collect and evaluate data from
different sources of informatiofrigure3 illustrates the characteristics atypicalperformance
improvement program and the different processestmprise it
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Figure3. Characteristicef a typical performance improvement program

By design, the curremerformancamprovement process in use at mgBPsattempts temploy
many leading and rediime performance evaluation processes to concentrassaeprevention and
detection. In most cases the data from these progaasaiéstilled and eventually captured in the
corrective action prograffCAP). As the focus on most investigation methodstbeen on selfevealing
events, the tools for trending and evailugthe lowlevel trends are limited Iwommon cause analysis,
and this process is limited in @bility to identify and correcbrganizational and programmatic
weaknesses because it is biased towards lagging sources of data. However, it is widelyittrinwime

industrythat the root causes of lelevel events and trends are the same as the root causes of significant

events, without a contributing cause to exacerbate the problem. As previoushappergntootcauses
of issues at all significance levels atdeast partially attributabl® organizational and programmatic
weaknesses, and these weaknesses are due tpwesddeningor nonexistenSCSs The more proficient
an organization is at identifying these weak control structures, the more cost effedthiglraar

performing a plant is going to be.

Identifying weakSCSsafter a significant event is relatively easy, and most utilities have become

adept at investigating significant events @ehtifying the organizational and programmatic weaknesses

thatcortributed tothem However, being able to proactively prevent significant events is much more
difficult. Until recently, all plant issues and events were captured in the &&FCAP data eretrended
and analyzed to detect and correct wB&&s However, with CAP as the only source of data, it takes
more time for trends to develop, be detectethnalyzedandhavethe causes corrected. Statistically,
with more data sources, adverse trewdsbecome apparemiore quickly and the time to correct the

programmatic causesdgcreased

Evaluating all of the available plant data sources to detect srem&akeningontrol structures and
subsequently prevent significant issues has pravée dificult, time consuming, and costly, with most
utilities having limited success performing tbigluationeffectively. We suggest thahe solution is to
develop a costffective issue resolution process that utilizéermationautomation andil to identfy
trends and a proactive analysis methsath as STPAO continuallyanalyze the datm search of

sociotechnicaprecursors to significant events.

Figure4 illustrates an initiaproactive issue resolutid?lR) model and pcessstructured around

informationautomation Al, and STR. In support of theurrentr e sear ¢ h

progr amos

pursued develdpg a PIRmode| whose applicatioiis meant to address neterm needs in the nuclear

obj e



industry(i.e., proactively identifying potential issues and signw®@ik orweakeningSCS$, while also
serving as a prototype use case for devetpp more general IABVe intendAEtomodel @ pl ant 6
entire information automation system, within which the PIR and other relali&ds will reside.

A majorreason information automation is a relatively rémvelopmentor industryin general,
including the nuclear energy industiy simply that prevdus technology did not afford the means for its
widespread, effectivadoption.In light of the significant increase in tievelopment andse of critical
IAE-enabling technologieparticularlyautomation, AIML, and large language modgise technical
risks associated with ¢fir application in the nuclear energy domaranot the barriershey once were.

A well-designedAE (i.e., the system comprising usdgrgormation technologyand associated
processes and governaheell benefit plantperformance in a number of ways. Al can be used to search
for,detectand process weak (or strong) signals indicat:i
systems, schedulesnd processe®istilling and presenting that information in an intuitiand
actionable manner to individuals on a n¢ednow basis will enable a more rapid and wefbrmed
response to issues of concern than is possible with current analytic techniques. Tracking actions
associated with issues and assessing their effaetsgs desirabldo ensuren issue has been addressed,
but alsoto promotdessons learned for4plant purposes and, ideally, sharing with other nuclear utilities.

There are manR&D issues to address in developinmgaptimizedinformation automationystem,
and many extend beyond the realnH&l, the focus of the current work. Our major research concerns are
to identify those parts of the system tftuch the humamin some way, to identify current and potential
risks associated with those interacs, and to model a system in which those interactions are optimized.
This necessarily involves questions of hursamomation interaction, humail interaction including
such issues as trus.§., Hoff and Bashir, 20)%nd system transparen®d., Larson and Heintz,
2020, and information presentati@amdinterface design. Simply puturfocus is oridentifying the
means to providéhe right information to the right people at the right tiamelin the right way.

We propose that information automation can be modeled E&Saisimilar in many respects to a
SCSsanICSis a model of the system based on contmobl systemsheoretic concepts of contrahd
feedback |1t i ncludes all t heents ({peoplecanideshnalony) and mapstien i ¢ a |
control and feedback relationships between them as they relafertnationtransmissionreception,
and processing. The utility of such a model is that it provides a functional map of the system that can be
usal to assess and identify actual and potential weaknessessiystem desigandto identify
opportunities for the introduction of automation and Al/ML technologies.

Our approach to the current research is based on systems theory in general (Chedlandn19
Bertalanfy, 1968) and sociotechnical system theory in particular (e.g., Whitworth, 2009; Wilson, 2014).
The many variations of systems theory currently in use in science, engineering, medicine, and other
domains, including sociotechnical systemlgsia and design, share the following core concepts:

1 Systems are made up of components, typically arranged in a hierarchical fashion and
characterized by complex control and feedback relationships amongst themselves

1 Systenmbehavior is considered amergehpropertyof the activity within that system in its
current statehowever, emergent properties are not simply a linear function of the combined
behavior of individual systemomponents budre also heavily influenced by the various
interactions between components.

Sociotechnical system theory shares all the above chasticteof generasystems theory bus
specialized for the analysis and design of complex humachine systems, particularly those involving
multiple humans, technicalstemsand associated processes.



1.4 A Preliminary Information Automation Model of Proactive Issue

Resolution

Figure4 illustrates a PIR process that useésformationautomation Al, and STPAto provide
information regarding emerging, adverse trends within the .plant

Proactive Issue Resolution Process Using Information Automation

All Information
Avallablef Object Causal
Sources.o Screening —{ Analysis of [~ o
Information and . Determination
and Trends Corrective . o
Internal Specific Validation MIRACLE . of Dissemination
and I fp ki 1 Al for (Trend Actions | Effectiveness Of Accurate
External nrormation o A Executed . Inf )
xterna Objects Significance Identification) (Adequately) Using nformation
Factual? Analysis of MIRACLE
What, Why, -+ Missing
Who Information
‘ DWEP ‘ |
| !

Figure4. PIR process using information autonaati

The RR processas shown abovaitilizes informatiorautomation andhl to gather, screemand
evaluatedatafor indications of weakweakeningpr nonexistenSCSs STPA is used to perform anin
depth evaluation of the control structures anslupportrecommenddcorrective actions to strengthen the
control structures. Finally, Al is used to evalupl@Entdata once again to determithe effectiveness of
actions aken.

A more detailed overview of the process includes:

1 All availabledata sourceare consideregrocessnputs includingall internal plant databases
(human and equipment related), inputs inttyaamic work execution platfor(WEP, see
Section 1.4.2 equipment and process sensors, and external sources.

1 Informationautomation is used to gather and convert these data sources into specific information
objects, which are distinct usable records once they are subsequently screened and validated.

1 Screeningnformation objects includes determining the significaoicthe informatiorto the
plant as well as other information that will facilitate ttegatrend in many different dimensions
Note, if the significance or other attributes of the information objeatnot be determined, they
are fed back through the DWEP for clarification and update

1 Once the information objects have been successfully scremméd applicationsuch asdaho
Nati onal LI aNoLoBHEACLE 1(sgedSsectioh 1.4) lwhich wasspecifically designed to
evaluate PP nformation, evaluates and places the information objects into logical groupings
such as potential trends and event precursors.

1 STPA s then used to evaluate the groupings to identify wadkveakeningontrol structires
and to recommend actions that can improve the organizational and programmatic weaknesses
resulting fromthese structures



1 Whenthere is inadequatar limiteddata to evaluate or improve the statistical accuracy of the
trend, the process calirectthe DWEP to acquire the data it needs.

1 The STPA recommends corrective actions to strengthete¢heical organizatiorl, or
programmatic weaknesses identified through the analysis.

1 Oncecorrectiveactions are complete, actions are evaluated for effectiganestilizing
MIRACLE to look for similar weaknesses in datfter corrective actionbave beemaken.

1 If weaknesses still exish further STPA is performed to identify why the recommended actions
were ineffective, and further corrective actions arertake

i |If effectiveness has been validated, information is disseminated to external stakebalthers
benefit from this process, so that not only can the plant using this process operate more safely and
efficiently but alllight-water reactorsan improve awell, as long as they utilize this information
properly as an input to theirRprocess.

1.4.1 Machine Intelligence for Condition Log Review and Analysis

Every day nuclear plants collect information from many different sources and processes. Some of
these involve human interaction and others are automatically produced by process equipment. All of this
information helps drive the safe and reliable performance of the nuclear plant through immediate action
or analysiswhich is provided to senior leadéig to support decisiemaking. US. nuclear regulations
require that conditions adverse to quality are identified and resolved at the lowest level possible to prevent
more significant events.

CAP is theprocess at a nuclear plant to identify and correct conditions adverse to quality. The current
reactor oversight process requires thetNRC perform a biannual inspectionofallBJnucl ear pl ant
CAP processedHowever effectivelyevaluatingtwoyeats wor t h of disalargeftaskffor eac h p
the NRC. Therefore, the NRC reached out to fhiLassistance in makingroblem identification and
resolutioninspections more effective. As a result, INL created a-dat@n information automation
progam MIRACLE.

MIRACLE maps data from variou$PPdata sources into intelligent groupings and attempts to
determine the impact of these groupings on the pld&.auitomated identification and screening of these
groupings allows the NRC to evaluate the@@ast CAP program execution again:
groupings to determine if the issues have been effectively reported, screensmtrectéd Currently,
INL is developingr ar i ous processes that wutilize MIRACLEG6s i
drive plant performance to higher levels of safety and reliability while regtize overall cost dNPP
operation.

1.4.2 Dynamic Work Execution Platform

One of the integral parts of improving plant safety and performance while redyenafingcosts is
auomatingwork previously performed manually, apdrforming that work in a more flexible and
intuitive digital environmenis a DWEP. NPPsgenerate a lot of data for several reasormduding
requirements to retain documentation from most processesiaffeeactor safety as a condition of the
plant license. Another reason is to analyze the output of penfrmed within the planb review it for
errors or opportunities for improvement. Perforgwork in a DWEPenvironmentanimprovework
performance becausleis platformcan not only emulate a manual process but improve it incrementally
while the actual work is being performed.

The DWEPimproves itself and the user experience through contityidmproving the data that feed
it and htroduéng an improvechumansysteminterfaceto reduce errorsvhile improvingwork efficiency.
This is accomplished through intuitivd that helps guide the end user through the work evolution while
improving the very work process that is in Liserealtime. One important element of tRéR modelwe
discussecbarlieris the locus othe intuitive insights that are fed into the DWEP procetéch enable it
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to continuously improve theodel This isaccomplishedhroughnear reatime STPAs andsubsequen
identification offactors impactingveak weakeningor nonexistenSCSs These issuesan result in
inefficiencies or even error precursors that can affect the plant evolutions, which provide data for
analysis, and once identifiealfer theDWEP by adihg additional specifiinformational and procedural
barriers to mitigate the effects of those inadequate control structures. The D&VERzed in this

process was designed and implemented by NextAxiom® and has been integrated into many programs
under evelopment by INL.

1.5 The Information Automation Ecosystem

An IAE can be defined as a dynangsigmmunicatios, processand decisiorsupportsystem
comprising a complex network of technology, humans, and the interfaces betweelm tnencurrent
work, wearemodding the IAE as a control structure similar timose derived frol8TAMP or system
dynamics modelinge.g., MartinezZaMoyano and Richardso013) However, whereas STAMP deals
primarily with SCSs we suggest that an IAghould beconsidered aynamiclCS whose function is to
support the safetgnd performancef the plant.

With regard tgplant data acquisition and processitingg IAE issensiive to signals indicating
emerging performance and safety issaledadversdrendswithin the plant It should alsdfor system
resiliencepurposelbe sensitive to signals indicating potential stressors on its own perforarahce
reconfiguringitself asneededThe IAE system conveys information to appropriate, rtegdhow
personnel in an intuitive and actionable fashtmough a process of ecological interface defi@gnnett
and Flach, 2011 )providingalerts, trend informatigrand otheisupport fordecisionmaking.It facilitates
critical lines of communication duringothnormal operations and system disturbansepports the
decisionmaker in assigning actions stemming from the isand tracks their progress, providing updates
and reminders as necessary.

The information ecosystem concégelf is well known in information scienand is defined aall
structures, entitie@nd agents involved in trandtiig information relevant ta particular domain,
including the information itself (Keuhn, 2023)his definition corresponds well with a sociotechnical
systems perspective, the latter emphasizing the importance of understanding the nature of the control and
feedback relationships letenthe structures, entitie@ndagentghat comprise any given system.

Figure5 provides a higHevel depiction of the IAE model as currently envisionetdichhasmuch in
common with the PIR model illustratedfingure4 above, including an emphasis on near-teaé STPA
as a means of identifying safety a@f weaknesses.

Al-Based

. Al-based . _
Data Control Assignment . N Dissemination
) A Corrective Determination \
Plant Extraction Structure and Tracking . . of Validated
. Actions —»| of Corrective -
Performance and Analyses of Corrective . Findings
. . Executed Action
Processing (STPA) Actions Effectiveness
(MIRACLE)

Figure5. Preliminary AE model.

Within the context of NPP operations, a plaide information automation systemould:

1 Continuallyprocesglantsystem and component performance data
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1 Performdata reduction and processing

Analyzerelevantsafety andCS trendsto identify potential areas of concern

f Assignand track corrective actions, determitheir effectivenessaanddisseminat validatedfindings
to appropriate personnel

Assigring actions is an areahereautomation and Al may be of value in providing the user with
suggested actions and approaches to address a particular problem.

151

Optimizing Information Automation

The principal goal of the current research effort is to support the development of an aptimize
information automation systetwhenusingfioptimizedp we refer to the followinguggestedet of
information automatiosystem characteristics. Thadwaracteristicean be viewed as preliminary criteria
for anoptimized IAE, with particular attentiow tritical issues for effective humasystem integration

T

Accurate reliable,and actionable informatianThe quality and reliability of information

provided tosystemusers is foundational to any hurreomputermachine system. Information
reliability, transparencyand trustworthiness are particularly relevant when advanced automation
and Al are introduced to a system. Finally, informatatputshould also providesers with

clear neansfor executing potential actions

Timely informationdelivery. Timing in information delivery can be\gery critical factor
impacting the quality afi s e dedsidnmaking and responses. Since delagledisionmaking
andresponses cagxtendsystem riskit is important for information to be delivered in an
appropriately timely fashion.

Continuous data extraction and processiAg.previously noted, there are multiple sources of
relevant information within an NPP that, if continuously sampled and appropriately processed,
can provide the basis for meaningfuldrmation about emerging trends, weak or strong signals,
etc.An optimized IAE should be continuously sampling and processing plant data in search of
potential areas of concenwhich will alsohelp determinghe effectiveness of previously
performed actins.

Targetedinformationdelivery.The system should deliver information in a timely fashion to
individualswith a need to knowTypically, this would include individuals whose decisions and
actions are required in response to an emergpmglition within the plant, as well as relevant
programandproject managers and other requisiteedto-know authoritiesvithin management.

Intuitive and easily usable humagstem interfacélhe quality and timeliness of decision

making and acting in sponse to emerging conditions is a direct function of the quality of the
user interface. As has been shown repeatedly across multiple industries and applications, the
interface must present information in an intuitive and easily understandable fashiergladi
providing clear affordances for effective action.

Action tracking and notificationThe system maguggestecommended actions to the user who,

in turn, makes decisions regarding actions in response to an emerging condition. Once assigned,
the syseém tracks the status of individual actions and provides regular progress updates to the
decision maker.

Ability to adapt to changing and challenging conditions (i.e., system resiliefue3ystem

behavior idargely dependent on the situation and congégtttin which it functions. When

situational or contextual conditions change (e.g., schedules change, processemstaipated
outages occuythe system should have the ability to detect such changes, identify potential
stresses on relevaBCSsas well as its own information control system, and recommend potential
actionsto the appropriate decision makers.
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9 Tailorable to individual plant requiremestAs different plantsnayhave different physical and
organizational infrastructures, a generiEImodel should be modifiable to meet the
requirements of individual utilities and plants.

Good

Actual Performance

Indicated Performance

\ T4T5 T6

T T2 T3

Poor

Figure6. Time differences between indicataddactualplantperformance.

Figure6 illustrates the potential consequencedeabyednformation delivey. Specifically, if
information is delayed in reaching the appropriate decision makerdathg€or subsystemstatus has
likely already changedecisions and subsequent actions might be made in response to conditions that no
longerexist andcould everundo corrective actions that were beginning to make positive improvements
Eliminatingor reducinghis delay in information processing and transmission is an important aspect of an
optimized information automation system.

1.6 The Role of Human-Systems Integration

A major goal of this research project is to support effective information automation design through
thejoint optimization of people, technology, processes, and governidnatas to assure effective human
integration with technical and organizatisystemsWithin the context of the current workdSI has
two meanings. The first refers to the systems engineering discipline of the same name gBO3her,
which HSI coordinateandconductghe activities of théhumanrelated disciplinesin sysem design
such as human factors and ergonomics, training, personnel selection, safety, organiiesgignaind
interfacedesignanduser experiencédSl, at this level, describescrossunctionaldisciplinewithin the
systems engineering structure, essentially advocating for the user across the full breadth of laidesign.
viewed as a key risk reduction approach during system design and development, based largely on the
militaryds expeandémeoesuningystem metxofiteenessitated bglack of
attention tantegrating the systemwith the humaa for whom it was intende#iSl is as concerned with
the design and implementation of organizational systems as it is with technical sgsttimese also
directly impact the humagystem performancguality. As the curreneffort evolvesfrom the conceptual,
researclphaseo the system development phabés meaning oHSI will become increasingly
important.

HSI can also be thought of morarrowly as a research and design discipline focused on optimizing
the relationship between humans and the sociotechnical systémmswhich they functionThe work
reported herein is an example of this sense of the term. Specifically, our goal isr&tanmdithe
possibilities andimitations of current technologies and processes as they implaatactivitiesrelated to
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information transmissigrmodel tlesesociotechnicasystems and activitieand use that knowledge to
impactbothnear andlong-termsystemimprovements centered around optimdginformation
automation.

Both HSI domains wersuccessfullyapplied in the design of the.8.N a v yumsvaltclass of
destroyers, the first major Department of Defense procurement to require HSI as dhadesign and
testng process (Quintana, Howells & Hettinger, 2007; Tate, Estes & Hettinger, 2005jn w adesigi® s
included a substantial amount of automatioit a&s intended to operate with approximately-timed
the crew size of legacy destroyevkile achieving higher levels of tactical performance. In these respects,
the constraints othe Zumwaltdesign and incorporation of advanced technologieguite similar to
those confronting the nuclear energy industry today.

1.6.1 Sociotechnical Issues in Information Automation

With respect to the design and implementation of complex sysseiis as information automation,
sociotechnical refers to those aspects of the design that impact human performance and, by extension,
broader system performance. Whhéstencompasses traditional human factors and ergonomic cancerns
such as interface design, it also extends into areas such as organizational design, jodndesign
managerial governance. In other words, aystemaspect, defined as an interactive setuwhan and
technical components, that has the potential to impact human performance is a possible area of concern
and analysis.

Information automation systems present a number of potential sociotechnical system issues, many of
which relate to the use of tumation and Alln addition to issues involving incorponagifiexpert
systems of this type into interface design, there are broader issues related to $actus the number
and type of people involved in operajithe system, the manner in which thebrk is to be managed,
and the nature of uséisformation and control requirements. Automation and Al introduce user trust and
transparencyssues t he | atter referring to the userods abili
for its actonsandrecommendations.

The sociotechnical methods applied in the current work support the design of optimized information
automation systems by addressing potential issues such as those described above. Using a combination of
analysis and modeling based sociotechnical systems theory in general, and STAMP in particular, our
goal is to identify humaperformanceelated shortcomings in current designs (the purpose of the CAST
analysis) and in proposed future designs (the purpose of the STR}gamizaibnal systems modeling
[OSM] analyses)

1.6.2 Modeling the Information Automation Ecosystem

In Section 15, we defineanlAE asadynamic information and decision support systeome that
can be modeled ascamplexcontrol system operating under tpeneral principles of systems theory
One of the principal goals of the current effort is to analyze and, especially, model existing and potential
ICSs for supporting information automation design

There aréawo majorfunctions served by modeling a comphkociotechnical system such as this
including

9 Achievinga consistent mental model of the syst®@ople working within the same operational
environment, such an& PP, can often have very different mental models otatis of
systems they are requitéo operate, maintain, etparticularly under unusual conditiordso,
individuals involved in develdpg or deployng new systems may also have differing mental
models oftheir desigrs, functions, etcThese differences often manifest in organizationa
confusion or loss of coordination in conducting activitié#hen analyzing and designing a
complex sociotechnical system, developing a consensus model helps ensure stalkaiwlders
usershave a common understanding of the system under consideration.
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1 Identifying system weakness&4odeling is an efficient and effective way to identify potential
weaknesses in an existing or proposed design. Static models, such as STAS4Btand
Dynamics Modelingare usefulrelatively easyto-usescreening toolgarly in a design process,
for instance. More dynamicomputerbasednodelingmethods such agvent andagentbased
modeling,aremoretime andresourceéntensive andre ypically usedlater in a design process
(Hettinger et al 2015)

1.6.2.1 Identifying Existing and Potential Areas of Safety and Performance Risk

There are areas of potential risk in any complex sociotechnical system of the sort exemplified by
NPPs. One of the main functions of modeling such sysietossupport the identificain and analysief
risk areasn current operations and in future system desi@QA\ST is a tool specialized fourrent
operationsvhile STPA is more directly useful in future system design

There are two major risk areas of concerthe developmentfahe PIR and IAE modelsafety and
performanceTheaf ety ri sk is concerned with the model sb ¢
safety risks to personnahd processeacross the plant but also to guard against intiogumintended
risk dueto aninadequaténformation automatiosystem desigrPerformance risks concerned with the
impact of information automation across measures of plant performance, paytidwdantroduction of
unanticipated negative sigef f ect s. Ther e are also performance ri
adequately support humaystem performance and to meet its sysievel and detailed requirements.

As noted above, modeling general and STAMP in particular are useful for identifying existing or
potential weaknesses in a design that can pose risks to safety and system performance. For instance,
nonexistentyeak,or otherwise dysfunctional control and feedback links betwegrdmmponents of the
sociotechnical system (people, technolggwycessesand governance) are commiad flagsfor
introdudng apotential risk to system performance.

1.6.2.2 Identifying Near-Term Opportunities for Performance Improvement

The primary objective ainodeling the IAE using STAMP is to develop I&$§ to support future
system development. However, examining existing and prop@S8sdhlso aids in identffing
opportunities for neatermsystemandprocessmprovement. For instance, ideriiig organizatioal
process bottlenecks in an existing systene focus of th€AST analysis presented in Sectidhand 4
can help inform neaterm process changes while, in parallel, supporting future IAE development.

Areas for performance improvement are identifieicharily by expert review groups who, once
familiar with the control structure under discussion, examine its system components and linkages (i.e.,
control and feedback relationships between organizational and technical components of a sociotechnical
system for potential problem areas and potential solutmnapproaches. It is not uncommon in these
sorts of reviews tdiscover missingr dysfunctionafeedback links between components as when, for
instance, senior management is separated by severaldhgammunication and technology from
frontline workers. This latter condition can contribute to a loggaund trutld awareness in senior
management, resulting in nonoptimal decismaking based on incomplete, errongarsmissing
information.

1.6.2.3 Identifying Opportunities for Automation and Artificial Intelligence

Modeling the IAE also affords a means of identifygygtemareas that could potentially benefit from
the introduction of automation or an Al/Mhased proces&or example, process bottlenecks in the
system involving communications are a common issue preceding and during wnesuatgency
conditionsin many indwtrial and process settings.g., Butts et a1 2007) An optimized IAEcanidentify
the occurrence of such bottlenecks, providing the user with suggested or recommended courses of action
to resolve the issue.
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In short, an examination of control and feadk linkages within the overdlCS helps to uncover
issues such as delayed communications, insufficient or inaccurate information, information delivered too
late or at the wrong time to be useful, etc. Each of these common control structure weaknesses is
potentially addressable with walksigned automation and Al/ML.

1.7 Return on Investment Considerations

The main goal of theWRSProgramis to enhance the safe, efficient, and economical performance of
ournat i onds nucl e a ringihnowat&vdapptodches to igprovidiee pconorgics and
competitiveness of owtWRs in bothnearterm and future energy markets.

All complex systems such adPRsrealize events and issues at all levels of significance that directly
affectoperatingcost®) mainly in repl@ement power, investigation, and recovery actibltavever, there
are other costs thatWRs incur that are unique to thneiclearindustry. Nucleapower is one of the most
regulated industries in the world, for good re@sdmecause of the inherent impadieyond desigiasis
accident can have on the environment, population, otieearplants, and electricity infrastructure.
Therefore, preventg significant events can have an immediate and-teng payoff.

In all cases, even these costs, although latent or more difficult to measure, can be mdietized
become manifesn the costs of the actions taken to address the issue, to react towriofatie
regulations, anéh the performance of the mandated causal analysis to prevent recurrence of similar
events As illustrated inFigure 7, we anticipate thated/elopng an effectivePIR process will result in a
future distribution 0fO&M costs that would be considerably more favorable to the industry than is
currently the case.

Total O&M Costs

O&M Cost Savings
30%

O&M Current Process O&M Future Process

Figure 7. Projected impact of effectivelR on total O&M wsts.

Sociotechnical system methods of the sort used in this program of research, notably those derived
from STAMP and otheHSI approaches, hawasobeen shown tbelp controlcosts associated with
complex system development and deployment (Rouse, 20&t¢by providinga positivereturn on
investmentn the earliest phases of the system lifespan. These analysis and modeling teginoiqdes
an efficient and effective way of identifying and mitigating potential flawthésystem design and use
early enough in system lifecycle to help defray later costs associated with retrofits or other fixes.

Industry experience has shown that the undaglgirganizational and programmatic causes of low
level events are the same as significant evemdishat because of the high costs of significant evehts,
detectionand proactive prevention of events at all levels is much more cost effective thaniogrre
significant events.
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2. OBJECTIVES

The major goals of the current research efforttalienprove nuclear safety and reduagerating and
compliancecosts through proactive and réfmhe correction of technicabrganizationglandprogrammatic
factors tlat are precursors to humaand equipmentelated eventsA proposed means to this end is the
development and application af IAE sociotechnical systems model. Supporting the development of this
dynamic network, comprising multiple technical and orgdimral componentsnd supported by Al (i.e.,
MIRACLE) and advanced automation (i.e., DWER)the longterm objective of this work.

We selected theeaarterm objectives Sections 2.42.3 below) both as logical follovons to work
conducted irFiscal Year B22(Dainoff et d., 2022) which demonstrated the utility afCAST analysis in
support of incidenandevent investigation, and as necessary steps in thelA&rlgevelopment.

2.1 Objective 1. Apply Sociotechnical Systems Analysis Methods to
Industry Use Cases

Over the course of this reseakftfort, we will make use of several different sociotechnical system
analysis and modeling tools to better understand existing safetZ8s@dnd to support the design of
advanced modelsuch as PIR and IAE. The methads will useinclude two based on STAMPCAST
and STPA. CAST analyses are very useful in describing and modeling existing safélgsras
described in the current report and in previous, related work by Dainoff(202. STPA focuses on
broader analyses of existing and potential systerakirlg beyond the sociotechnical interactions that
characterize specific events to examine broagstem design and usage issues. SliRAupport of PIR
and | AE model development wil/ be the m&patyr f ocus
organizational system modeling will focus on mapping out plaigICSs.

2.2 Objective 2: Develop a Preliminary System-Theoretic Model of
Information Automation

A second major objective of the current effort is to develop a systesnsybased model of
information automation, specifically one primarily based on sociotechnical systems theory. To this end,
we have focused on modeling a néanm application PIR model and a leteym application, general
IAE model.

The major focus of a sociotechnical systdmased model of information automation is to identify
areas of potential concern with regard to human and broader system performance, as well as to identify
opportunities for emerging technologies to effectively leverage human capabilities and compensate fo
associated limitationg.his type ofsystemgheoretic model comprises information regarding people,
technology processesand governmerdnd supports design by specifyiagd illustratinghe relations
betweerthem.

2.3 Objective 3: Develop Preliminary Requirements for Human-
System Interface Software and Display Design

The ultimate purpose of the current research is to support the development of an oplikized
comprising utilities that enable rapid and reliable organizational communication and coondiflaé&o
PIR and IAE models that have been the focus of much of the current work are ultimately meant to provide
a basis for system design and implementation.

System development relies on specific requirementaraiuslevels ofdesignspecificity. In a
typical systems engineering setting, the starting point for this process involvesgsgatemlevel
requirements. This level of requirement is specifically concerned withfwhetionalitythe system
needs. Subsequent fingrained requirements are ma@ncerned with increasing specification of how
systemlevel requirements will be met.
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We will create a set of preliminary systdavel requirements in conjunction witbchnical expertise
from MIRACLE and DWEP, as well as subject matter expertise from our industry partner. Additionally,
we will create a set of preliminary system safety constréatsan be thought of as systdevel
requirements for what the systemghoot do and what it must be able to prevent from occurring.

3. APPROACH

Figure8pr ovi des an il lustration of the cuseswent r ese
will performinclude CAST, STPAand OSM. Each of these relies on the availability of information such
as incident reports (particularly important for CAST), knowledge elicitation sessions with industry
technical andubject matter exper(SMESs) and documentation related to plant procesges;edures,
and communications.

Model Development

Use Case Analysis Analyses

Inputs i
p Proactive Information

lssue ) Automation
Resolution Ecosystem
(IAE) Model
System Theoretic Process

Incident Reports, Analysis (STPA) I I Industry
SME Interviews, _
Process - and
Documentation Causal Analysis based on Regulators
STAMP (CAST)

Transportable Tool

Development
Organizational System

Madeling (OSM) + Control Structure Analysis

* Sociotechnical System
Performance Checklist

Figure8. Researchmalysisand design approach

The output of theeanalyses is intended to support two objectives. First, the development of safety
andICSs will support the development of the PIR and IAE models, as previously discussed. Second, the
results will support the development of transportable tools for indasttyegulatoré.e., simplified
control structure analytic tools and check)isi&nally, all results along with models and tools will be
disseminated as broadly as possible within the industry and regulator communities.

3.1 Use Case Selection and Description

The team considered several factors when determining the first use case to evaluate for this project
including relevance to the nuclear industry, regulat@iated,complexity, crosgunctionalarea
interactions, a human element affected by knowndruerror precursors that impacted the outcome,
access to technical SMEs and investigators, and whether there was a common theme with other similar
events that have occurred in theclearindustry within the past few yeatsll of these factors will
provide a great opportunity to identify event precursors and allow for the evaluation of causal factors at
many different levels

The goal of this project was not to reperform any investigation or challenge the approved result, but
to analyze théncidentfrom adifferent perspective, looking for opportunities to usekihewledgefrom
thoroughly investigated and reviewed evolutions, to help build a fairly simple, transportable robust
process that integrates information automation wilistem theoretical proceanalysis so that end users
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can proactively identify and correct control structure problems from othelel@l eventsAnalyzing
thoroughly investigated bretiikough eventgives agreater understanding of how the various control
structuresincluding governance and oversigimteract within the plant and utility, as well as how they
interact with the regulatoA thorough evaluation will require access to some of their procedures,
investigations, and CAP data, as well as intemggatiith internal SMESs, to help the team to challenge
conclusions and effectively develop this process.

3.1.1 Event Description

The first event that was evaluated by the team was an unexpected statrifrgancy diesel
generato(EDG), initiated by a human error duripdanned oline maintenance that was originally
planned as outage works it was an unplannesimergency safety functiactuation, it was also
reportable to the NRQ\ review of theroot cause investigation identified numerous departmental
interactions noonly with the modificatiorapprova) but during the planning, clearance activities, and
work execution, all impacted by the implicit pressure of completing the work by a regulatory deadline.

Contracted groups were also involved in deviglgphe modificaion andexecuting thevork.
Utilizing contractors throughout this evolutiohallengedhe resilience of the established control
structures, as it was one of the contracted groups that caused the initiating leedatt that this is a
common scenario fa workscheduleadherenceentric plant influencedur selection of this event, as
this situationin controlling thework management scope is common foN#Psattempting to balance
nuclear safety with plant production.

3.2 Use Case Analysis
3.2.1 Systems-Theoretic Accident and Modeling Processes

The techniguewre usedhereto analyze the above use caseraethod derived from a more general
model of causalityi.e., STAMP) developed by Leveson and her colleagley¢son2011). This model
changes the enhasis in system safety from preventing failures to enhancing sociotechnical system safety
constraints. Accident causality is extended to the interaction among components, and the focus is on
control rather than reliability. Leveson considers her work @ansion of the groundbreaking work in
cognitive work analysis (CWAYy Rasmussen, Pejterson, and Goodstein (1994).

3.21.1 Causal Analysis Based on Systems-Theoretic Accident Modeling and
Processes

CAST is, as the title indicates, a STAMIRsed method specifically aimed at accident analysis. It
does not look for single causes but rather examines the entire sociotechnical system to identify
weaknesses intf®CS |t s goal i s t oingibamegaad instaad shift thé focosno as si g n
why the accident occur r elevedom0ld, rpe3¢5e Imtraditiooadacadsnt i n t h |
analysis, it is difficult to avoid hindsight bias. Leveson (2011) makes the fundamental assumption that
mod individuals involved in accidents do not come to work planning to create a problem. Instead, actions
that result in what looks like human error or failure to the observer examining the situation in hindsight
must have seemed reasonable at the time. GA®mpts to find out whihe actionsnight have seemed
reasonable.

Unlike STPA, which examines the entire domain of interest, CAST focusesenrelevant
components. The CAST process is necessarily iterative, since examining weaknesses in the SCS may
require analging additional components.

3.2.1.1.1 Major Components of Causal Analysis Basedon SystemsTheoretic Accident Modeling
and Processes

Figure9 depicts the major compents of a CAST analysis. This figure is modified from the CAST
Handbook (Levesqr2019). Additional information on CAST can be found in a tutorial (Leveson,
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Figure9. Major components of CAST analysis (Modified from Leveson, 2019, p. 34)

3.2.1.1.2 Modifications Based ona Discussion by Leveson: Intent Specification and Mearsnds
Abstraction Hierarchy

Malmquist, and Wong2020) and in an example of an analysis of a radiation therapy acciders (Silvi
Cividjian, 2022.)

Thefollowing procedural modifications to CAST are based on a more recent discussion by Leveson
(2020). Specifically, in the first section of the CAST procedutssemble Basic Informatiénan

important step is to identify higlevel hazards and safety consttailnherent in the STAMP model,

relevant to both STP&and CAST, are the relationships among hazards, constraints, éd3$he

Controls are used to enforce constraints on the behavior of the system components and

the system as a whole and the identifarabf the inadequate controls will assist in

refining the highlevel system hazards and the safety constraints needed to prevent the
hazards. (Leveson 2019, p. 44).

Leveson (2020) has suggested embedding a more formal representation of hazards amisconstra

within ameansend abstraction hierarc@lya concept taken from tiveork domain analysiapproach of
Rasmussen et al. (29). Leveson prefers to call this representation an intent abstraaftecting the

necessity to link lower level physical andeoational details with the original intentidrt h e
designer 6s i

f ound

n

t he

hazards and constraints.

3.2.1.1.3. ModificationBa s e d

JohnsonZ017) has identified the problem of coordination as a conigsmearising in STPA and

on

Johns o Médsl.

ntent i
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Coor di

These
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dwhy o
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CAST analysesandhas proposed a modification of the basic CAST and STPA methodology to reflect

this perspective. An examination of the content of the material compitis¢EDG case study has led to

the conclusion that the coordination perspective might be most effective in understanding the. problem
This is primarily based on the observation that a significant contribution to the incident under study was a
loss ofevolutioncoordinationaffected bydelays angberceived schedulgressureAnother contributor to

the event was the plant mode in whichwark was performedyhich was originally planned for
executionduring an outagedqut was switched to onlinewhich introduced additional risks to the
successful performance of the work
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Figurel0depi cts Johnsonds models for fundament al C 0C
systemsModel C, in the lowereft-hand section of the figure, seems to best reflect the situation in the
current case studspecifically, multiple independent decision systems and processes needed to be
coordinated to yield a single outcome.
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Figure 12. Fundamental Coordination Relationships in Sociotechnical Systems
1,(t): control action as a function of time
n: additional
v(t): output or outcome as a function of time

Figure10. Fundamentatoordination relationships in sociotechnical syste@ohnson, 2017, Figure;12
Used by permissioaf autho}.

Figurell (Johnson, 2017, Fig. 11) preseatsonceptudramework for coordination. There are three
main ses of conditionsandcategories and nine coordination elements. This figure defines a spectrum of
coordination.

According to Johnsarthis spectrum can be characterized as:

1 None. The coordination elemetisit indicate coordination exists or is occurring are missing, in
particular coordination goals, coordination strategy, and group decisiaking.

9 Partial coordination. One or more of the nine coordination elements is missing or inadequate.

1 Holistic coordination. Coordination has threnenecessary elements in this framework.
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Figurell Element oftoordination(redrawn from Johnson, 201Fgure 11 Used by permission of
autho.

Figurel2indicates how this framewordanbe used to modify the control structures used in CAST
and STPAThis framework includes theame components of the traditional control structure, except that
they are organized in a hierarehy-time plot.
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Figure 14. Coordination and Time
te(behavior} . fiNish time of a behavior
tofbenavior} . 1Nit1al time of a behavior
At: time difference between behaviors

Figure12. Modified SCS(from Johnson, 2017, Figure 14; Used by permission of author)

Hierarchy, displayed on theaxis, consists of two basic levels: ttegjuiredlayers of coorahation
are on top and physical actmimatemerge are below. These physical actions also include the production
of key documents. In the situation depicted in this diagram, which reflects holistic coordination (see
Figurel?), there is a linear relationship between the hierarchical progress downward of strategy,
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decisioamaking, actions, and outcome and time increments between each of these eléovenisr,

when cardination is inadequate, strategic information relevant to deemsaing arrives too late or not

at all.
3.2.2

Organizational Systems Modeling

To supplement STPgand CASTanalyses, and to develop a means of gaining avpildent
perspective on organizational communications, processes, and documentation, we are developing a
methodwe callOSM. OSM modet and analyzethese dimensions of organizational activity to identify
existing issues in current systems and potential issube mlesign of future systems. Issues of this sort
could include communication and decisimaking bottlenecks, nonexistent or dysfunctional control and
feedback links between system components, etc.
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Figure13. Sociotechnicasysem modeincorporating organizational relationshipssed on STAMRNd
Systems Theory (from Leveson, 201ised by permission of autor

Figurel3presentsagenercr gani zati onal
approach. lllustratinghe control and feedback relationships between organizational ergesling

systems

mo d e |

based

safety in systems development and operations, this figure provides examples of the pypessses and
documentation that constitute the control and feedback relationships within a given system.
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Figurel4. Simplified organizationasystems model.

Figurel14 presents a model of a generic organizational system at its simplegi.eyelt the senior
management, middimanagement, arfisharpend worker leve). As with all complex systems, wheth
biological orhumanmade, there is a hierarchical relationship between system components, with higher
level entities responsible ftine control oflower-level entities which, in turn, reciprocate with feedback
in performance, information, etroblemswith insufficient or nonexistent feedback channels from lower
to higher organizational levels, for example, are commonly observed and can result in podegehior
decisionmaking due to missing, insufficierdr erroneous system feedback.

In the currehwork we have begun to examine the communication relationships within and between
organizational layers, using our industry partner as an example, to identify current performance issues and
opportunities for improvement in futuoentrol structurelesign.ln combination with STPA and
modeling, OSM will help provide a holistic perspective on the sociotechnical relationships comprising an
optimizedlAE.

3.2.3 Ecological Interface Design

Ultimately, users will interact with information automation systéimsughone or more human
system interfaces. One ofir objectives is to support interface design using a-ceetered,
multidisciplinary team approach while applying relevant socioteahsystem analysessults The
interfaces themselves could tak@umber opossible forms, includindigital, multisensoryand virtual
displays. Regarding the lattevith enoughpropersensorplaced in key locations throughout the plant
virtual presenceould enable effective information transmission while also addressing reduced staffing
concerns (Kovesdi et.aR021) For instance, should a troubling signal occur indicating a potential issue
somewhere in the plant, the proper user, upon beitifie couldfigo ther@ right away, even if the
plant was in another state.

Ecological interface design (EID) (Bennett & Flach, 201Bnspproach to humasystem interface
design that is logical outgrowth of CWA, building on its results in a manhat is very useful to
developng prototype HSI concepts. One of the key outcomes of CWA is a description of constraints on
thesafe and effective system performance (e.g., information, control, and communication requirements).
EID translate those descrifiins of system constraints into representations and specifications for HSI
prototyping and design. As such, it is a very useful tool for extending the results of CWA and other
relevant, prior analyses into the candidate prototype designs.
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